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MADRID, DIGITAL CAPITAL - CITY INTELLIGENCE
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Digital Strategic objective 2: City Intelligence
Transformation In order to boost this strategic objective, the City of Madrid has various enabling and driving projects for
Strategy for the City transformation, structured in the two strategic axes:

of Madrid

Strategic axis 3:

BedaiegDsiiqie %EE Safe, resilient and capable city
Capital Digital Capital =

Program 8. PLANNING AND MANAGEMENT BASED ON EVIDENCE
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IT as a Public Service
Backbone

Essential systems must remain reliable
to serve citizens without interruption.

Hybrid, multivendor
complexity
Government ecosystems span diverse

technologies, making unified oversight
difficult.

AYTO DE MADRID: *-¢
CHALLENGES H-0

SMARTCITY

—eeees e viewtinet *$° Telefénica

Gaps in traditional
monitoring

Legacy tools lack the visibility needed to
guarantee availability and compliance.

Limited Budgets and
Skilled Resources

Teams face growing demands while
working with constrained staff and
funding.
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Integration
100% devices
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Al Driven
Root Cause
Analysis

Smart
analytics

THE SOLUTION:
UNIFIED Automations Advanced

and self- alarmas and

OBSERVAB“-ITY remediation correlations

SMARTCITY
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Improve efficiency:
Reduced MTTR less solutions and
around 50% less licences 100% ROI
* Single pane View. * One product to monitor * Reduce outages
. everything (SD-WAN, syslog,
Advanced alarms. Netflow, ICMP, SNMP, API) * Improved productivity

* Unified Observability. * Perpetual license: optimal for

* Improve proactivity, gain
public administrations.

* Easytouse. automations

SMARTCITY
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MADRID & SPAIN
BLACKOUT

REAL-TIME View from the crisis
committee

Geolocated real-time view of the status of the blackout

Smart understanding of the different sites based on dependencies.

Reports and analytics

What went down? When?

When it went up?

Did the SAls work?
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Al POWERED ROOT
CAUSE ANALYSIS

Smart Correlation among all the

Root Cause Analysis

different data sets
() Root Cause Evidence
001 0 : . I Viewtinet’s unique root cause analysis algorithms understands the
gu_ﬁ:::ﬂ:;mmm:m i o ;:ihlfferlent data sets and correlates these sources to obtain the origin of
T e e alarm.
syslog contains no more conchusive muv - Demasn
p— S —— Human explanation and recommended

0 192.168.1.254, chack log show 192.168.1.254 GI0/29: 1 e
) disabled, it if physical, x
both ends, ensure speed/duplex/autonegotiation match, check for power o module
Veny LLDP/COP neighbors to confe GH0/29 connects 10 192.168.1.200 GI0/29 and that once ik is
both ends roport ik down at the same tme up o 192.168,1.254, 1921681

for
ports going down simultaneously

RS See the evidence, review the analytics, understand how to confirm, and
see the recommended fix. From a visual interface with human
explanation.

SMARTCITY
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Blackout - April 2025

Dashboard Start Date End Date Time Shortcut Granularity

Blackout - April 2025 ~ 2025-04-28 21:10.00 2025-04-28 21:14.59 None v 1 minute ~ [ Auto-refresh Cc
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Network Quality

Retrasmisiones (pérdida de paquetes)

Server Side Client Side

Estado| Umbral Efecto en la red

. <0.5% La red funciona con minima pérdida de paquetes.

- > 0.5% — 2%| Hay una ligera pérdida que puede afectar aplicaciones sensibles.
- >2% — 5% |Lapérdida empieza a impactar seriamente la calidad de la conexion.

W >5% La red tiene pérdida severa de paquetes, dificultando el uso normal

U‘AMM T

SMARTCITY
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Round Trip Time (Latencia)

Server Side Client Side

Estado,  Umbral Efecto en lared

. <100 ms La latencia es baja; la respuesta de la red es rapida

- 100 - 200 ms| Hay algo de retardo, pero no critico para la mayoria de aplicaciones.
- 200 - 400 ms| El retardo es notable y afecta la experiencia del usuario.

ey % "
ﬁﬁ >400 ms La latencia es excesiva; la red se percibe como lenta o inusable.

Server response time (respuesta de los servidores)

Server Side

1100

2,200

Estado Umbral Efecto en la red

. < 500 ms El servidor responde bien; la experiencia es fluida.

- 500- 1000 ms | Hay una pequefia demora, perceptible en cargas interactivas
- 1000 - 2000 ms| El tiempo de respuesta empieza a ser problematico

ghtieal > 2000 ms El servidor responde muy lento; afecta gravemente la usabilidad

Server Response Time
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Fabric Topologia v

Fabric

Round Trip Time Client Side

80 msecs

60 msecs

40 msecs

20 msecs

Ousecs

10m 20m 30m 40m 50m

04 PM
Oct 02,2025

Round Trip Time Server Side

®

uespdrzs:

60 msecs

40 msecs

20 msecs

Ousecs

— ks 10m 20m 30m 40m S50m
MRt 04PM

Oct 02,2025

Total Volume by App

msoffice-teams |
< facebook
Senss i soes instagrom [
https
msoffice-outiook
vpn
Google M
Giphy
Twitter
(4] youtube |

“ Obytes 143,05 MBytes  286.1 MBytes  429.15 MBytes 667.57 MBytes

MMALLMLLIE  GANTSESE asseaid i e e
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User Experience v

Type username Caller Wifi Signal Strenght Avg Packet Loss Avg Rtt
Rafa

. 50 50 450
|

) 25 75 25 5 225 675
Low Bw Event Ratio N y

O% 0 /—100 o————: 100 0 = — 900

3247

Caller Subnets WiFi KPlIs More active Caller Subnets
Caller port Caller Protocol
Caller Subnet 1. ¥ Caller Wifi Signal Strenght 11 ¥ 4
192.168.1.0 92% 35
30
1 20V 1-10f1 25
- _ . ;E B
15 ‘ |
10 1
5 1
p ‘J
P S PSS I I L )
0 5 10 15 20 25 30 35 40 45 50 55 60 §SSsESSTSssS 100% udp
Caller Subnets average KPIs - Click on Subnet to access streams KPls
Sessions Segments Media Streams Streamid 1. Avg Packet Loss T! ¥ AvgRtt 1L YV Avg Audio Jitter 11 Caller Bwlowevent 11 ¥ =
50392 0% 31 msecs 0% I
50391 0% 32 msecs 3 msec
12518 0% 25 msecs 0%
23418 0% 38 msecs 0%
61292 0% 33 msecs 0%
= v
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Uso de la red v
Inbound Throughput Top Hosts Top Services Top protocols
b ut
W inbound_throughput baseline 4547 TBytes
e 092 Topes neos |
150Gbps _ 7 N 36.38 TBytes http
. N A e =
50 Gbps. e * = NS SRR 31.83 TBytes e -
06PM 9 06 AM 2P 06PM TCP, 8489%
Jun 19 27.28 TBytes
024 ssh — T IGMP,0%
2274 TBytes X
1Pv6_Frag, 0%
18.19 TBytes pesync-https PN, 0%
13.64 TBytes nicelink
Outbound Throughput - i’
X es
It plethora ”
4.55 TBytes [
G ‘ ‘ I sitaramgmt
40Gbps /:f\'M '\”“/J\\\A Obytes o i e e @ 84.89% TCP 13.54% UDP
o o
30 Cbps M N s 3 ,e"? o ;\'? &3 §’ ,‘,,\,"\’ 5 f’ ipsec-natt @ 0.92%ESP 0.62% GRE
20Gbps S S ST IO I 0.02% ICMP 0.01%1Pv6
e » ¥
= FYYL Lo Ny EE metas!
I o i A T TEYIVS ¥ @ 0% IPv6_ICMP 0% PIM
Jun19 0o i iz TEY g I 0%1Pv6_Frag @ 0% IGMP
2024 Obps 15 Gbps 30 Gbps 45 Gbps 70 Gbps ® g a

Inbound Flows Per Second Top Hosts Top Services Top protocols

flows

Flows

4G

5M
. o I
M 356
\\_,._

— quic
™ M__{_ S _’/ 26
: - ,, wo |
o6PM i o6 AM 127M 05 PM 25 P TCP, 85.71%
224 domain 1GMP. 0%
VRRP, 0%
ntp PIM, 0%
Outbound Flows Per Second riape
5M ws-discovery
4 e
M telnet
am @ 85.71% TCP 12.55% UDP
2M. e o~ S smtp @ 0.57% ICMP 0.09% ESP
o — = e . 0.06% IPV6_ICMP 0.01% GRE
ssl =
06 PM 10 06AM 12PM 05PM @ 0%I1Pv6 0% PIM
2024 0fps 400 KBOOK12ML6M 2M 24M  3M 0% VRRP ® 0% icMP
v
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SD_WAN v
A>T APs Down
Branches with Potential Issue 52 Alifcete
False, 83.1% v :
Total: a -
332 —
True, 16.9% w
False True £ A
Elaky
+
-1 =1 L)
A I
Branch details oo ;
Oficina 11 ¥ Potentiallssue . ¥  APsUP 1L ¥V APSDOWN 1L ¥ SwsUP 1LY SwsDOWN 1LV
True 43 0 9 0
False 30 0 9 0 p = Cafllhe
Granada Geopark Magairor doc
True 30 (6] 9 0 Baze
False 6 o 1 0 Hugraals 0
False 6 0 1 0
False 5 0 2 0 Céfaada
False 5 0 1 0
False 5 0 1 0
Almeria
True 5 0 1 0 ELEiido A
M ¥
False 4 0 1 0
2 getane Y mupbax @ Mapbox © OpenStreetMap Improve this map
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New Dashboard

0000006

Total Bytes
192.168.101.18 & =4 192.168.101.17
i o L Mar POAT 2 FUNRT DESE
c SOURCE 12 168 101 22 £10/1 Eihernetn/ |
® X Q " g TARGET 192168101 £/ Ethemetn/]
)2506.18
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Servicio Internet

AdminStatus 11 ¥V OperStatus 1l ¥V InDiscards 11 ¥V  OutDiscards

(((I)))
S e— a1 up O O
4 »
CPU Memory Egress utilizatior: Ingress
utilization
5 0 15 5 0 15 5 0 75 5 0 5
G e |

2.82 24.91

Internet AT&T
800Mbps

700Mbps
600Mbps
500Mbps
400Mbps
300Mbps
200Mbps
100Mbps

0

tl, ingress_throughpu  -O- egress_throughpu
t t

0 A\ J 1C 0 A\ ) 1C
248 2.14

AdminStatus 1| ¥V  OperStatus 1l V InDiscards 1l ¥V  OutDiscards

()
=y up up 0
4
CPU Memory Egress utilizatior:
5 0 5 5 0 5 25 0 g5

o il 1c
\\
051

Internet Verizon

243 25.16

500Mbps
450Mbps
400Mbps
350Mbps
300Mbps
250Mbps
200Mbps
150Mbps
100Mbps

50Mbps

il ingress_throughpu  -O- egress_throughpu
t t

Ingress
utilization

5 0 5

o 1c
\\
0.1
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SIP Trunk Summary ~
Concurrent Calls Top SIP Trunks by calls
Tk smaginscice” |
" 50/5U1/D51L-3@CGWSCP-CUBE.consum.es”
*TRuNK_Tiendas" |
“TRUMNK-5IP-SCP-5CH-NGN™
" 50/5U1/051-1@GWSCP.CUBE consum.es®
“50/5U1/DS1-@EWSCR.CUBE consum.es”
~sec_cro_pavones” [N
] h A “ ‘ I
. . nlk
B “cipcrnlllinanes™
sac_cro_Tecnoarcars” [N
Conterence Llamiadas ReP nacicnales W Movies pacionales = o 2,000 4,000 6,000 8,000 10,000 12,000 14,000 16,000
Calls by device destination Calls by device source
1000 e
800 O
il ' '
500 b L
i |
i
a0 ||:H ) 00 :
w0 A i 00 ¥ y H i
: ' A T Y
o - S, el . o T . allh
Ot 2023 Ot 2023
B “RecordingTrunk_Crods Recarder_ BRIBE"50/5U1/0% 1 -0@CWSCP-CUBE comsum ai* % B "SA5U1/D5) - M@OWSCP-CUBE consam, e FTRUNK-SIP-SCP-SCH-NGN® WSO SU L/ RS - GWSCR-CURE consum e %
SIP Trunks
by call volurne
M-z-nalcalleﬂnn#auem “EXEHR"
— 5, -
originalcalledpafiypattern: *47013
originalcalled partypattern: "47317" destdevicename: “TRUNK.-SIP-5CP.5CH-NGN®
originalcalledpartypattern: “47064"
originalcalled partypattern: "41455"
originalcalled partypattern: "44345"
ariginalealledpartypattern: "43978"
originalcalledpartypatiérn: " 0. [89 POOO000X"
originalcalled partypattern: "46736"
originalcalled partypattern: "44737"
W originalcalledpartypattenn; ™ destdevicenama; "TRUNK-SIP-SCP-SCH-NGN" W criginalcalledpartypattern; "4T013" originalcalled partypattern: "47917" originalcalledpartypattern; "47064"
ariginalcalledpartypattenn; ™ W originalcalledpartypattern: 44245 originalcalledpartypattern: "43976" originalcalled partypattern: "0, [BS 00O W originalcalledpartypattern: "46736"
W originalcalledpartypatbern: ™
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General Status v
Call Attempts Successfully ended calls Not Sucessfully Ended Calls
Call attempts P Successfully y Not Sucessfully Y
ended calls Ended Calls 0
80 20
1.449 - : . ”\M‘/\«MW
20 10
' : : 805 -
1AM e oo = 1AM a e e 11AM . o e
May 12, 2022 May 12,2022 May 12,2022
Latency Jitter
100 msecs
15 80 msecs
60 msecs
10
40 msecs
5
20 msecs
0 0 msecs
1AM wm 2 5 . 2Zm 24m Em .
May 12,2022 May 12,2022
Packet Loss MOsS
4
10% 3
2
5%
R 11T
1AM = 30m asm o 15m 20m s5m
May 12,2022 May 12,2022
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Viewtisight

Volumen de llamadas recibidas por origen

Provincia Origen T Count Items 1

MVILE

Distribucién de llamadas por servicio Origen de llamadas por provincias

monitoring

monitoring co

~4

D880

IED

Count Conexion

Servicio: 01

Origen: MVILES

I Servicio:
Tarjet
atenci

I = = Servicio: Servic
Origen:
drid

ol
Origen

SMARTCITY
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VPN Logins

Correct Auth Logo... Failed Logins Known Users Failed _.
21 2.188
Failed logins
]
[, ikdh
06 PM - 06 AM 12FM

2025

Unknown Users with mare Login Fail Known Users with more Login Fail

IICK 10 5e2 UMmeline Denaviou

academic
monitor
adm
adm_o365
adrap
analista

bailey
cm-admin

No existing users with login fail

4

config
exchangadmin
mcafee

rose

sm

365

ac

=
[
ra
w
s
wv
-
-
=
w
—
=]
—
=
—
<}

300
280

240
200

120

&0

e OO OO0 OO

Unique Remote IPs - Failed Log...

258

Remote IPs - Failed Logins

Remote Source - Failed Logins

Logons over time
15 . % I
o HEELH 1 FE RS 11 AR i
06 PM Sepos 06 AM 12PM
2025
Auth Logons
8
20
15
0
S g Egegied
s g s OF &

Auth Logons and Logouts

Userpps T4 V¥ Action TL W Time TL W

jchacon auth-logout 05:10:59
jmagil auth-logon 06:16:29
jmagil auth-logout 06:21:31
iprada auth-logon 06:38:21
fflorez auth-logon 07:27:26
vmaroto auth-logon 08:26:38
dlamana auth-logon 08:33:06
jelements auth-logon 08:34:09
mirodriguez auth-logon 08:35:18
jkuuse auth-logon 08:52:33
jmagil auth-logon 08:55:41

Total Events T

SMARTCITY

EXPO WORLD CONGRESS

e % viewtinet

o000 L.
- Telefonica

19




CD 5
Digital

il |[MADRID

X® Viewtisight Logged inas admin e @ o e e . @

IP information v
Applications category Traffic - Denied applications Destination Countries
|P Address C ns
Domain Name Server _
Metwork.Service, 7... —.
~ SNMP
UTM - Blocked Applications
udp/5353
Sy S prsac |
Endpoint Control Regist...
RTSP
@ 78.65% Network.Service 10.66% unscanned

QuIC @ 6.06% Web.Client 1.64% Collaboration xwmpows I
1.22% General.Interest 0.98% Cloud.IT netbios forward
@ 0.23% Business 0.21% Email udpfsass

0.16% Social. Media @ 0.08% Update
@ 0.07% Video/Audio 0.02% Storage.Backup Console Management(T... ||
0 2,000 4000 6000 9,000 @ 0.01%Game 0% Proxy . 0 600 1,200 1,800 2,400 2,000
T 170,381
Events Source Countries

Sreip WY Dstip 1YV App TL WV Sreport L W Dstport 11 W Type TL ¥V Subtype T WV Action TL ¥V Utmaction TI 'V Hostname T. WV  Total Events

ayant vpn negotiate 284
192.168.1.4 19216812 udp/9801 a801 9801 traffic ocal deny 1.08
192.168.1.2.. 10.194.226... traffic forward accept [2:14
10.212.134... 10.212.134.. 137 137 traffic forward deny 36t
192168.1.2..  192.168.1.1 PING traffic ocal accept 347
feB0-a3d0:3.. ffo2-fo udp/5353 5353 5353 traffic ocal deny 3an
fe80:be 10210 udp/5353 5353 5353 traffic ocal deny 180
fe80-bb59:9 02T udp/5353 5353 5353 traffic ocal deny 177
192.168.1.7. 103342 traffic forward deny 170
192.168.1.7. 103344 traffic forward deny
4 13
1 2 3 > » | 1v| 1-100f320053 3 270,008
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URL Connectivity v
URL Checks Running No Connectivity Checks Content Match Checks by HTTP Res...
235 17
Yes, 122 4
R Total:
Select URL Group v 3 237 Failed
Worst Performing URLs by Connection Time Worst Performing URLs by Response Time - Ne. 115
401
https:/) com [ https://enterprises -
https://pei ' https://enterprises L .
https://agp https://enterprises ] SL5%Yes @ 48.5% No 0 20 40 60 80 100 120 140
hittps://{age https://performan: - .
hitps://age https://waw. cic
https:/fver hitps://mpy S . .
httpe://que ...
https://log ... https://remao URL Connect Time
hi facic https:/ fwww
hitps:/fsso.spnescee. copueeeve... |GG https://agen ||
Ousecs 10msecs 20msecs 30 msecs 40 msecs Osecs lsecs Isecs Isecs 4secs 200 msecs \/\//\/\
200 msecs
100 msecs \_-____ e x-_______/\
0 usecs ‘
URLs Check Performance Indicators 04PM =m wom asm
Nov 26, 2024
vape TL % Contentiatch 11 W wpses T4 W ComnectionTime 14 1 RespanseTime 14 1 « ol
----- < Yax 200 113 msacs
ez 200 125 msecs
ez 200 msacs
""" I = 09 VRl Response Time
----- a I -
Yax 200 740 umecs 0.42 sacs ______’___.________.--—--\f___
10 secs
as 200 15 mzszs L — [ e SR Ee T T ey
----- = e 28 msazs Césezs |
- = ’ 0 secs
----- = Agenzy Do ntmsliage ez 200 25,60 meees 036 sa=s - 5m aom 5m
----- = HTTPS Checes A ez 200 4277 mauza Nov 76 2024
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Estado servicio emergencias

382

Emergencias
Llamadas por primario

Corporativo
Llamadas por primario

10.203.120/500/1/3:15 |
10.120.3.120{Se0/1/2:15 [

10.120.3.121{Se0/1/1:15 [
10.120.3.122|Se0/1/1:15
10.120.3.119]Se0/1/2:15

10.120.3.119/Se0/1/0:15
10.120.3.119|Se0/1/1:15
10.120.3.122|Se0/1/0:15
10.120.3.120|Se0/1/1:15
10.120.3.121]Se0/1/0:15
10.120.3.120/Se0/1/0:15

0 400 800 1,200 1,600 2,000 2,400 2,800 3,400 0 400 800 1,200 1600 2,000 2,400 3,000

Llamadas Totales Llamadas Entrantes
w viewtinet
Data Center 1
Se0/1/2:15 101203119 seopifs 101203121
10.120.3.120 [T\
Total_Calls: 72 " Se0/1/3:15 =
% fremss) Totat_Calls: 162 1= E Total, Calis: 560
m Coe=e)
Total_Cgis-3.29q otal Cls:3.256 Total_Calls: 3.06%ctal_Calls: 3.184 Total_Cals: 2.048 Total Cils: 122 Total Cote: 3078
sm/llﬁis Se0/1/1:15 s«.on/m E Se0/1/3:15 Se0/1/1:15 Se0/1/0:15
Zones
@ servicio 112 General Movil General Fijo Red @ servicio 112
Llamadas Primarios actives =~ Primarios no activos Llamadas General Primarios actives = Primarios no activos
emergencias Fijo

Llamadas Salientes

3.526

Data Center 2

10.1203.122

N
(F=o]
(el
Er=e)

Total_Calls: 3.200 | Total_Calls: 116
s«o/ups Se0f1/1:15

© General Fijo Red

Zones

General Movil

Llamadas General Primarios activos Primarios no
Movil activos

Movil
Llamadas por primario

10.120.3.119|Se0/1/3:15

0 20 40 60 80 100 120 140 160 180

o viewtinet  °2° Telefénica
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Home Page
T)
MS-Teams Issues Events: level

Remote Source - Failed Logins

E

100

Low Bw Event Ratio

Correct Auth Lo... Failed Logins

1.046

Streams Quality - Total

UTM Actions

 viewtinet e Telefénica

<N Viewtimon

Total Throughput

Number of flows

Retransmition Ratio

Round Trip Time

Logged in as admin

Infra

ICMP Status

Devices over 85% CPU

1

Devices over 85% Memory

0

1.01 msecs

212
284284
361|361
96196
7951795
1139|1139
1194[1194
898|898
5591559
125125
839839
405405
1082|1082
552|552
126011260
653653
1276|1276
7861786
4501450
1222[1222
102711027
9961996
3081308
6691669
9071907
118611186

aruba

Connected Users

Connected Users
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