
IndraMind Cyber and CCMAD collaborate in the 
handling and response to cyber incidents in the 

Spanish capital

Cybersecurity Centre 
(CCMAD)
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TIMES OF CYBERCRIME AND 
CYBER SABOTAGE 

In a context of accelerated digitalisation and 
major geopolitical tensions, the public sector is 
one of the main targets of cybercrime. This 
statement is backed up by data from the 
European Union Agency for Cybersecurity 
(ENISA) which, after analysing more than 2,500 
cyberattacks between July 2022 and June 
2023, found that 19% of these cyberattacks 
were directed against public administrations, 
making it the most attacked sector.  
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ORGANIZATION
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SERVICE CONTRACT

• Digital surveillance
• Detection and response
• Continuous threat hunting
• Technology consulting
• Security in the development cycle
• Automated attack surface scanning
• Vulnerability audits
• ICT compliance consulting
• Cyber culture

LOT 1: Comprehensive cybersecurity services

Service 1 Cybersecurity operations
1.1 Digital surveillance
1.2 Monitoring and detection of security alerts
1.3 Response to security incidents
1.4 Proactive threat hunting
1.5 Forensic analysis
1.7 Cyber crisis response
1.8 Operation of cybersecurity tools
Service 2 Infrastructure security and development:
2.1 Technological consulting
22 Tests integrated into the development cycle
Service 3 Technical cybersecurity audits:
3.1 Automated vulnerability analysis
3.2 Manual asset audit
Service 4 Governance and compliance:
4.1 Strategic cybersecurity planning
4.2 Information on the state of security in Madrid
4.3 ICT compliance advice
4.4 Advice on GDPR compliance and relevant regulations
45 Regulatory production
4.6 Third-party risk management
Service 5 Cybersecurity culture:
5. 1 Awareness
5.2 Dissemination
5.3 Organisation of events



SmartMDR AI-SOC Native
Technology Stack

Centro de Ciberseguridad (CCMAD)
IndraMind Cyber
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Context
• Operational pressure on SOCs demands a change in 

the way of working.

• The traditional model does not scale. Exponential 
event growth, alert fatigue, and a shortage of 
analysts.

• There is a need to evolve our SmartMDR platform 
into a more intelligent, efficient, and autonomous 
platform.

Motivation
• Respond to modern SOC new challenges: speed, 

adaptability, precision, and scalability.

• Leverage our proprietary technology to build a 
differentiated platform based on in-house AI.

• Improve the level of service without increasing 
operational costs.

Strategic Objetive
• SmartMDR as an intelligent, orchestrated, modular, 

and scalable detection and response solution.

• Natively integrated AI to maximize the value of 
existing infrastructure and knowledge.

• Drastic reduction in the time required for attention, 
investigation, and response.

Current challenges
• Growth of unprioritized alerts → fatigue and loss of effectiveness.

• Lack of contextual correlation between sources (SIEM, EDR, NDR, etc.).

• Long investigation times for complex incidents.

• Dependence on static rules and expert knowledge for new TTPs.

• High operational cost compared to limited results.

What does SmartMDR solve?
• Drastic reduction of false positives based on AI and automatic enrichment.

• Dynamic and self-evolving use cases, driven by integrated intelligence.

• Automation of the detection-investigation-response cycle, reducing the average 
response time.

• Efficient and sustainable model, designed to scale without increasing technical 
resources.

WHY THE TRADITIONAL SOC IS NOT ENOUGH?
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SmartMDR AI-SOC NATIVE
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Modular and open architecture
Integration with multiple customer sources and systems 
(SIEM/xDR technology agnostic), with modular or integrated 
deployment, whether in sovereign cloud, on-premises, or hybrid.

Sovereign Agentic AI
Substantially improves security incident investigation and 
resolution, reducing analyst workload and response times (80% 
efficiencies) and increasing quality with success rates higher 
than those of human analysts, based on IndraMind's
supercomputing capabilities.

Cognitive triage and unified management
Together with the AI analyst, Triage classifies, scores, escalates, 
and tracks alerts based on criticality, origin, history, and context.

With Detect One, we offer an aggregated and unified view that 
facilitates the governance of MDR services.

SIEMs (on prem / cloud) Endpoints …

Triage

OXEN
xUC Management

Detect One
Client portal

MITRE ATT&CK, 
MaGMa, Shodan, VT…

Analyst

L3

Monica NGSIEM

Dashboards 

Event correlation

L2

L1

EUBA/In-depth correlation

Triage investigation gateway Intelligent queries

AI Profiling/xUC generation 

Incident 
management

AI Analyst

Network …

alerts

alerts

Events/logs/alerts

<10’
SLA critical incident 
detection

<2%
False positives

+80%
Reduction of low-
value alerts

0
High-impact 
incidents

Up to 5-times
Improvement in cyber incident 
investigation and resolution

To address the exponential increase in events, alert fatigue, and analyst 
shortages...

• A smarter, more autonomous platform.

• Powered by AI and automation.

• Maximum operational effectiveness and efficiency, exploiting its full 
potential in correlation, detection, and response.
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Human

AI

AI

Human

YES… IT WORKS!!!

SO… IT WORKS?



THANKS!

Centro de Ciberseguridad (CCMAD)
IndraMind Cyber
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