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CYBERSECURITY AND Al: DIFFERENT PERSPECTIVES

Using artificial intelligence to

Secu I’ity With enhance cybersecurity

AI capabilities in protection
and threat detection.

Security Defending against threats and
. attacks that leverage Al as an
aga inst Al offensive tool.

. * Protecting artificial
Cybersecu r|ty intelligence systems
deployed within the
fO r AI organization from technical,
ethical, and regulatory risks.
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SECURITY WITH Al

% Al-powered threat detection and response
Q Al-assisted vulnerability management

Al-enhanced SOC operations (better response

times, improving level 1 quality, optimized triage)




Protection against Al-generated
phishing and social engineering

Detection of deepfakes and
synthetic media

Monitoring and mitigation of Al-
driven malware
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SECURITY AGAINST Al
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CYBER SECURITY FOR Al: CCMAD, INTEGRATED IN MAIA SINCE THE BEGINNING

LAWFULNESS

Garantizando el cumplimiento
de todas la leyes vy
reglamentos aplicables.

ETHICS

') & MADRID

Respecting and guaranteeing
adherence to ethical principles
and values.

Both from a technical and
social point of view, since Al
systems, even if the intentions
are good, can cause

Itlnerano de T - accidental damage.
Intehgenaa Artificial

il \ N\ ST d TRANSPARENCIA ? IMPACTO REAL a COORDINACION
" \ Capital Digital E ?g %

B 0O

C S
ETICA

Cibersaguridad
Aguntarmiento
de Madrid

APLICABILIDAD




Centro de
Ciberseguridad

CMAD e
de Madrid

CYBER SECURITY FORAI: IAACT COMPLIANCE

Al Conformance Assessment: The 5 Key Steps

Conduct conformity
assessment where
needed

Check for
transparency and
sectoral obligations

Assessrisk levels
across Al inventory

Develop Al
inventory

Scan for prohibited
practices

N7

oxethica




Centro de
Ciberseguridad

CMAD e
de Madrid

CYBER SECURITY FOR Al: TRANSPARENCY

e 18t phase: Creation of an .
overview of all Al systems, )
current and planned:

What kind of Al system are we
providing?
What databases and projects .

C M@ 2% aihelfi/en/ai-register/ Q Yy
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Artificial intelligence systems of Helsinki

N

Learn about the use cases where we currently utilise artificial intelligence as part of our city services.

are connected to Al?

Summer Job Voucher
Chatbot

Summer job voucher chatbot iz City of
Helinki's culture ond leizure divizion's
rew digitsl cervice channel, which

= about opphying and

Parking chatbot

The porking chatbot iz 2 customer
service channel of city'z parking
zervices. Cervice provides sutomated

ble ot the city

Outdoors chatbot Urho
Outdoors chatbot Urko iz 5 2%-hou
cuztomer zervioe channel of the
Helzinki City Information simed ot
impeoving the ocezsibility of ouztomer
zervice and the cuztomer expasiance.
andincreazing the intercctivity of the

b voucher. The za¥-zerice. The zervice provides

relevantinformation to each cuztomer's
The zarvize aims 1o improve the zpecific queztions fozter thon by...
avaiability and the uzer experience of... > Read mare
> Read more

packing website of Helcinki.

Is there any Personal Data
processed?

Which is the level of risk?

Al inventory). Example:
Helsinki

International Houze Helzinki'z chatbot
Into iz 2 24/7 customer zervice channel,
offering o wide range of information on
the official zervices cffered by I+ and
advice to zupport the zetdement of
thoze wha have moved ta the copital
region from abrosd. With the help of the
service. cuztomen: have faster acoezz
to Internationsl Houze Helzinki'z wide ..
> Read more

services, heaith care and rescue
seriices dvizion. Hester cortainz
different knowledge data bases that are
combined into one chatbat. The ame.
anzwer con be uzed in many different
comerzations and thiz prevents
overlopping ancwers to the some
question, for axample betweer...

> Read mare
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L] L] ‘Social services, Health Care and Rescue. Cuwre s lotore
* 2nd phase: Open Publication e o W .

teligent matericl
management yztem for the entire
fibrary collection. The City Library's
collection containz approsimatsly 1.8

while the city Bbrary moved away from
ibrary-cpecific collections 1o one...
> Read more
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